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Abstract

It is widely agreedhathigh levels of softwaresystemdependabilitycanonly
be achieved if the systemis designedwith dependabilityin mind; securityand
other dependabilitypropertiescannotbe “added-on”to an undependablémple-
mentation. However, mostmodernsoftwaredevelopmenimethodologiearebased
onthenotionthatquality is achievedthroughincrementalmprovement.Theques-
tion thenarises:Are thesemodernevolutionarymethodologiesncompatiblewith
strict dependabilityrequirementsOur answeris that they neednot be, provided
dependabilityconcernsareaddresseéh a semi-independenbut closelycoupled,
fashionwe call dependabilityco-design



1 Functionality versus Dependability

A software systemis dependabléo the extentthatit canjustifiably be relied uponto
satisfyits requirementsMany systempropertiescontributeto dependability Security
is a representatie example: clearly, a systemcontainingserioussecurityflaws — say
onethatis easily infectedby a “virus” transmittedby email — cannotbe depended
uponto behae asit should. The vastmajority of systemshave at leasta few strong
dependabilityrequirementge.g.,thatthe privagy of passverdsmustbe protected)and
somesystemdave awide rangeof extremelystringentdependabilityrequirements.

Dependabiltypropertiedendto be propertief the systemasawhole,in thesense
thata serioudlaw in ary partof the systemcandestry dependabilityFor thatreason,
dependabilitytypically cannotbeachiezedby addingsoftwareto anundependablsys-
tem. Again, securityis arepresentatie example.If a singlesystemcomponentllows
unauthorizediccesgo informationthatmustbe keptprivate,the systemasa wholeis
insecure Pluggingtheinformationleak generallyrequiresmodificationof the compo-
nentsinternals,andperhapsachangdn thesystemarchitectureratherthanaddingan
additional“plug” component.Evenworse,leakscanbe an emegentpropertyof the
system,n the sensahatno individual componentompromisesnformationsecurity
but thecombinationof componentsloesso. Thus,thediscovery of dependabilityprob-
lemscanindicatethat extensive — hence costly— global changesn the systemare
neededAs aresult,thereis considerabléncentive to malke surethatrequiredevels of
dependabilityaredesigned-irasa systemis developed.

This obsenation appeargo conflict with recentwork on software development
methodologieshowever. Modernmethodologiesfrom the prototyping-basecdhethod-
ologiesof the1980'5[1] to today’s“eXtremeprogramming[2] movementde-emphasize
requirementspecification Ratherthantrying to specifyrequirements— anotoriously
difficult businesswith typically unsatishctoryresults— oneproceedswith program-
ming basedon aninformal understandin@f whatthe systemis supposedo do. Once
an executableprogramis available, the customercanevaluatewhetherit satisfieshis
(still unstatedyequirementslf not, he canrequesthatspecificchangede made still
without having to explain exactly how thosechangesontributeto requirementsatis-
faction,muchlesswhattherequirementsire. Thecommonfeatureof thesemethodolo-
giesis theemphasi®n evolution asthe meansof achieving requirementsatishction.

Therearetwo sortsof agumentsin favor thesemodernevolutionary methodolo-
gies,one positive andthe othernegative. The positive argumentis that, historically,
virtually all systemsthat are now consideredo be high-quality have evolved from
earlier versionsthat were lower quality in responsdo market demands. The nega-
tive argumentis that, historically, customersave beenunableto fully explicatetheir
requirements. Almost without exception, when developmentis basedon an initial
requirementspecificatiorandthe assumptiorthatarny systemthat satisfieshe speci-
fied requirementsvill be acceptablethe customemwinds up disappointedy thefinal
product. So the moderndevelopmentmethodologiesamountto nothing more than
codificationsof whatexperiencehasshovn to work best.

Doesadoptionof a developmentmethodologythat eschavs a greatdeal of “up-
front” formaldesigndoomadeveloperto eitherextensiveredesigrandre-implementation
to achiere dependabilityafter the desiredfunctionality hasbeenachiered, or living



with a software systemthat functionswell but cannotjustifiably be dependediponto
besafe,securereliable,andsoon, in every circumstance e believe thatthe answer
is no. Thekey is to efficiently achieving dependabilityis to have expertscontinually
assesthedevelopingsystem providing adviceandcatchingerrorsassoonaspossible,
in aprocessve call dependabilityco-design

2 TheDependability Co-Design Approach

The essencef dependabilityco-designs to have ateamof expertsconstantlyassess
the dependabilityimplicationsof designdecisionsmadeby the softwaredevelopment
team,who focusprimarily on achiesing the desiredsystemfunctionality. The depend-
ability expertsassessmentgebothproactiveandreactive. They provide explicit guid-
anceto developersallowing themto avoid dependabilitypitfalls, sometimesn theform
of designconstraintghat mustbe satisfiesput oftenin the form of primafacieattrac-
tive designalternatvesthat shouldbe rejectedin the next developmentphase. They
also assessecentdesigndecisionsfrom the standpointof dependability suggesting
changesvhennecessaryThe detailsof the coordinationof developmentanddepend-
ability assessmerdresomevhatdevelopmenimethodology-specifie— althoughthere
is acommonmethodology-indeperehtessence— sofixing a developmenimethodol-
ogy shouldmake theideamoreunderstandable.

Supposéghatour methodologydictatesproceedinga top-dowvn fashion— eitherin
asinglepasg“the waterfall model”) or multiple passesasin Boehms spiralmodel[3]
— from requirementsspecification,through architecturaldesign, functional design,
coding, and integration, to deployment and maintenancé. How dependabilityco-
designis realizedin this context is shovn in Figurel.

At the begginning of the developmenteffort, both functionalrequirementandde-
pendabilityrequirementsare poorly understood.The purposeof requirementspec-
ification is to explicate both setsof requirementsat an abstractevel. The top-level
functionalrequirementstatewhatthe systemmustdo in orderto performits mission.
Of course this statements not expectedto be complete. As developmentproceeds,
furtherrequirement&mege. However, it is expectedto be more-orlesscorrect,and
this expectationis not terribly difficult to satisfyin mary cases.(Casesn which it
cannotbe satisfiedare poor candidategor a top-dovn approachevenanincremental
top-davn approachto development.) Similarly, the top-level dependabilityrequire-
mentsprovide afirst approximatiorto whatthe systemmustnot do, givenits mission.
Functionalityanddependabilityrequirementsarethenelaboratedn parallel,eachin-
fluencingthe other

Initially, the developersproducea systemarchitecturaldescriptionbasedon the
functionalrequirement&ndary adviceon potentialarchitecturabpitfalls provided by
the dependabilityassessmerneam. For example,dependabilityadvicemight include
arecommendationo includea “User ID” argumentin all calls triggeredby userin-
teractionwith the systemto satisfyan authenticatiorrequirementAfter the architec-

1The story is muchthe sameif the processis not actually top-dawn, but, given the productsof the
processit canbe“rationally reconstructedastop-davn. This characterizea greatdealof developmentin
the defenseandaerospacéndustrieswhich is governedby contractuatraceabilityrequirements.
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Figurel: Top-Down DependabilityCo-Design

turaldescriptions completedit is reviewedby thedependabilityassessmemeam,and
feedbacks providedto thedevelopmenteambeforethesystendesignis furtherelabo-
rated.Feedbacknightincludeadvicethatanargumentin acall acrossnachinebound-
ariesbe encryptedo satisfya confidentialityrequirement.As a result,architectural
designdecisionsthat would have a negative impacton dependabilitycan be avoided
or immediatelycorrected reducingthe likelihoodthat the architecturewill make de-
pendabilityrequirementsinsatisfiable.Next, a functional descriptionthat elaborates
thearchitecturablescriptionis developed basedn guidanceprovided by the depend-
ability assessmerteam. Thatguidanceis in turn basedupondependabilityanalysis
of possibleelaboration®f the architecture.Oncea tentatve functionaldescriptionis
completedthe dependabilityimpactsof the designdecisionsit is baseduponarere-
viewed. This combinationof proactive andreactve adviceto the developmentteam
continueauntil the systemis deliveredto the customerandevenafter, during mainte-
nance).

The generalizatiorof this style of interactionbetweenthe developersandthe de-
pendabilityassessorto otherdevelopmentparadigmds straightforvard. A stagein
the developmentconsistsof makingdesigndecisionshatareembodiedn the further
elaborationof somesystemartifact (e.g., systemsourcecode)? That elaborationis
guided,in part,by advicefrom thedependabilityassessmeneéam,who have analyzed
all pre-«isting artifactsand knows what mistalesare mostlik ely to be introducedin
thenext stage After the elaboratiorhasbeententatively completedtheimpacton de-

2A division into stagess not really essentialsincethe emphasigs on moreor lesscontinualinteraction
betweerthetwo teamshut it simplifiesthe explanation.



pendabilityotherdesigndecisionds analyzedmodificationsaresuggestedandadvice
regardingthe next stageis produced.

3 Technology Insertion

Oneof the main advantage®f this approacho ensuringdependabilityis thatit does
not requireadoptionof a new developmenimethodology Moreover, it canbe adopted
incrementally The sizeof the dependabilityassessmeneamandthefrequeng of in-
teractionbetweerthatteamandthedevelopmenteamcanbeadjustedaccordingo the
stringeng of the dependabilityrequirementgor the system.Initially, an organization
might employ a singledependability‘guru” to assesshe dependabilityof completed
designsor prototypesanentirelyreactve approachhatwould have comparatiely lit-
tle impactonthedevelopmenteffort. This limited experimentcouldestablistthevalue
of independentependabilityreviews, and point out concreteinstancef errorsthat
couldhave beenavoidedby morefrequent proactve analyses.

Dependabilityassessmemequiresdifferentskills, differenttools, and a different
mind setthandevelopment Oneof thelessonghatthemodernmethodologistéeachis
thatprogrammersremostproductve whenthey useagenerate-and-testethodology:
write somecode thentestit anddelugit until it seemdo work. Dependabilityrequires
thatcertaineventsmustneveroccur, underary circumstanceslestingis fundamentally
ill-suited to establishingdependabilityin complex systems.More formal methods—
suchasmodelchecking5] andtheorenproving [4] — areneededtogethemith plenty
of experienceandcommonsense.

Insteadof attemptingto make every developeran expertin dependabilityassess-
ment,securityco-desigrsuggestshata dependabilityoraclebe providedfor develop-
ersto consult.In sodoing, dependabilityco-desigrbuild onthetraditionof having an
independentestteamevaluatethefinishedprogram.The principaldifferencesarethat
thisindependengvaluationis extendedo every stagen thedevelopmentifecycle,and
thatan attemptis madeto avoid introducingerrors,aswell asdiscovering errorsthat
have alreadybeenmade.
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